
Spam Tools That WorkSpam Tools That Work

Barbara DijkerBarbara Dijker
���������������	
����	
���
����������������������������



��������� �	������� �

The Problem The Problem -- VolumeVolume

�� ������������	������	����	����	���	��������	���	� ���	��������	���	� �� �!	 �!	
��	���	���"�	�����"�	��	�#�	��������	��	���	���"�	�����"�	��	�#�	��������	
������"�$	��	�#��	%��	��"�&��������"�$	��	�#��	%��	��"�&��

�� '��	����	������	"�	���	�	 �'��	����	������	"�	���	�	 ���(�!	��	�#�"�	(�!	��	�#�"�	
��"��)���"��)�

�� *������	��	�#�	������	����	��	#�&�	���	*������	��	�#�	������	����	��	#�&�	���	
���	������"&��	��	�#�	���	������"&��	��	�#�	��������	��������	���	����	���	����	
������"&�	��	����"�$	������	�#���������"&�	��	����"�$	������	�#���



��������� �	������� +

The Problem The Problem -- TechniquesTechniques
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Solutions at the DestinationSolutions at the Destination
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Terminology Identifying SpamTerminology Identifying Spam
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BlackholeBlackhole ListsLists
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Other Black listsOther Black lists
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Checksum & Signature DatabasesChecksum & Signature Databases
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Checksum & Signature DatabasesChecksum & Signature Databases
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Vipul’sVipul’s RazorRazor
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The DCCThe DCC
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Content AnalyzersContent Analyzers
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Content AnalyzersContent Analyzers
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Composite AnalyzersComposite Analyzers
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Composite AnalyzersComposite Analyzers
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Spam AssassinSpam Assassin
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How to use Spam AssassinHow to use Spam Assassin
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Installing Spam Assassin Installing Spam Assassin -- useruser
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Using Spam Assassin Using Spam Assassin -- useruser
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Example Example spamspam message headersmessage headers
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Installing Spam Assassin Installing Spam Assassin -- sitesite
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Installing Spam Assassin Installing Spam Assassin -- sitesite
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Installing Spam Assassin Installing Spam Assassin -- sitesite
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Installing Spam Assassin Installing Spam Assassin -- sitesite
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Spamass Milter Spamass Milter vs. vs. ProcmailProcmail
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Spamass MilterSpamass Milter
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Installing Installing Spamass MilterSpamass Milter
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Sendmail Milters Sendmail Milters –– outgoing mailoutgoing mail
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Spam Assassin Local ConfigurationSpam Assassin Local Configuration
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Example clean message headersExample clean message headers
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Adding white and black listsAdding white and black lists
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Customizing SA rulesCustomizing SA rules
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Examples rulesExamples rules
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Adding Checksum TestsAdding Checksum Tests
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SpamAssassinSpamAssassin False PositivesFalse Positives
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SpamAssassin SpamAssassin False NegativesFalse Negatives
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StatisticsStatistics
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